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Extraction Options 

Here you can set ^-^rious options to control the extraction process. 


Please select or type the location where you want to place the extracted files: 



If the specified folder does not exists it will be automatically created. 


0 Open the destination location when finished 
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Extraction Options 

Here you can set 
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Extraction Options 

Here you can set \rarious options to control the extraction process. 



Please select or type the location where you want to place the extracted files: 


Browse... 


If the specified folder does not exists it will be automatically created. 


0 Open the destination location when finished 
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Extracting 

Please v^rait while files are being extracted. 
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Files successfully extracted 

Please consider making a donation. You can click Finish anytime to close the installer. 


Please consider making a donation. 
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□ X 



Volume T>pe 

® Standard VeraCrypt volume 

Select this option if you ift'ant to create a normal VeraCrypt 
volume. 


O Hidden VeraCrypt volume 

It may happen that you are forced by somebody to reveal the 
password to an encrypted volume. There are many situations 
where you cannot refuse to reveal the password (for example^ 
due to extortion). Using a so-called hidden volume allows you to 
solve such situations without revealing the password to your 
volume. 


More information about hidden volumes 


Help 


< Back 

Next > 1 

1 

Cancel 


vbl Standard Veracrypt volume Next f^l 


Volume Location 



P?] Never save history 


A VeraCrypt volume can reside in a file (called VeraCrypt container)^ 
which can reside on a hard diskr on a USB flash drive^ etc. A 
VeraCrypt container is just like any normal file (It can be^ for 
examplej moved or deleted as any normal file). Click'Select File' to 
chioose a filename for the container and to select the location where 
you wish the container to be created. 


WARNING: If you select an existing flle^ VeraCrypt will NOT encrypt 
it; the file will be deleted and replaced with the newly created 
VeraCrypt container. You wmII be able to encrypt existing files (later 
on) by moving them to the VeraCrypt container that you are about 
to create now. 


Help 
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1 Next > 


Cancel 
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Specify Path and File Name 




1^ ► Computer ► Local Dis-k [F:] ► Data 


3 ^ 


Dofo 



VI ^ ^ save f^l 


Volume Location 


F: V^iataV^y Volume 
Never save history 


Select File... 


A VeraCrypt volume can reside in a file (called VeraCrypt container)^ 
which can reside on a hard diskr on a USB flash drive, etc. A 
VeraCrypt container is just like any normal file (It can be, for 
example, moved or deleted as any normal file). Click'Select File' to 
choose a filename for the container and to select the location where 
you wish the container to be created. 

WARNING: If you select an existing file, VeraCrypt will NOT encrypt 
it; the file will be deleted and replaced with the newly created 
VeraCrypt container. You will be able to encrypt existing files (later 
on) by moving them to the VeraCrypt container that you are about 
to create now. 


Help 
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Cancel 
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EncT^ption Options 


Encryption Algorithm 


AES 


Test 


FIPS-approved dpher {kijndaelj published in 1998) that may be 
used by U.S. government departments and agencies to protect 
classified information up to the Top Secret level. 256-bit keyj 
128-bit block, 14 rounds (AES-256). Mode of operation is )CTS. 


More information on AES 


Benchmark 


Hash Algorithm 


SHA-5i2 


T Information on hash algorithms 


Help 


< Back 


Next > 


Cancel 


^o| Hash Algorithm ^ fW 

Next f^l 


Volume Size 



MB GB 


Free space on drive F:\ is 27.87 GB 


Please specify the size of the container you want to create. 

If you create a dynamic (sparse-file) containerj this parameter will 
specify its maximum possible size. 

Note that the minimum possible size of a FAT volume is 292 KB. 

The minimum possible size of an NTFS volume is 3792 KB. 


Help 


< Back 


Next > 


Cancel 
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Volume Password 


Password: •••••••••••••< 

Confirm: •••••••••••••< 

n Use keyfiles 
n Display password 
□ use PIM 


Keyfiles... 


It is very important that you choose a good password. You should 
avoid choosing one that contains only a single word that can be found 
in a dictionary (or a combination of 2j 3-^ or 4 such words). It should 
not contain any names or dates of birth. It should not be easy to 
guess. A good password is a random combination of upper and lower 
case lettersj numbers^ and special characters r such as @ ^ = S ^ + 
etc. We recommend choosing a password consisting of 2D or more 
characters (the longerj the better). The maximum possible length is 64 
characters. 


Help 
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I Next > 


^^1 fw ^1 ^ ^ fw, 

((7m:Z), m C^TgmCCWTit), ^W(^(1) 

4Rh*M ^1 CWT : *Mj@diha313* 
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V: Vera C rypt Vol u m e C reati on Wiia rd 


□ X 



Large Files 


®Yes 

Ono 

Do you intend to store files larger than 4 GB in this VeraCrypt 
volume? 


Note: Depending on your choice abovej VeraCrypt will choose a 
suitable default file system for the VeraCrypt volume (you will be 
able to select a file system in the next step). 
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Cancel 
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Volume Format 


Options 

Filesystem 


FAT ▼ 


Cluster 


Default 


n Dynamic 


Random Pool: *,+F-F-+,/F-+*—+/--F, .,, 

Header Key: ++++++++++++++++*+++++++++++++++ 
Master Key: ++++++++++++++++++++++++++++++++ 



IMPORTANT: Move your mouse as randomly as possible within this 
window. The longer you move ih the better. This significantiy 
increases the cryptographic strength of the encryption keys. Then 
dick Format to create the volume. 

Randomness Collected From Mouse Movements 


Help 


< Back 
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Format 
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Cancel 
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Volume Created 


The VeraCrypt volume has been created and is ready for use. If you 
wish to create another VeraCrypt volumer dick Next. Otherwise^ dick 
Exit. 
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^ VeraCrypt 



'^\ Veracrypt ■'oR'llb HiS'b ^ xSl^R" RTC^i 














































































































































► Computer ► 


Organize 

[ 3 ] Documents 
Git 

^ Music 
B Pictures 
iQ Subversion 
H Videos 


Properties System properties » 
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Name "Typ^ 

C3i Local Disk (F:) Local Disk 

L-ai Eiig (HO Local Disk 

t Iomega HDD [LO Local Disk 


Local Disk [MO 


Local Disk 


^ Computer 
^ Local Disk ^ ^ 


Devices with Removable Storage (2) 

DVD RW Drive (GO CD Drive 




^ VeraCrypt 
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Hidden veracrypt volume 


'SJMfll OT^ R^vsilW Hidden veracrypt volume TT^TI 
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^ Vera Crypt 

Volumes System Favorites Tools Settings Help 

- 

X 

Homepage 



Drive Volume Size Encryption Algorithm Type 


^A; 

.^E; 

^F: 

'*«'iG: 

^H: 

^l: 

d*lK: 

ij^Lr 


V>/ipe Cadie 


Select File... 


Select Device... 




^1 Veracrypt “Create volume” I 
























































































































^1 S\-^s ^l create an 

encrypted file container ^srTToTf^ 


^ Vera C rypt Vo lumeCreati on Wizard 


X 



Voliune Type 

O Sta nd a rd VeraCrypt volu m e 

Select this option if you want to create a normal VeraCrypt 
volume. 



srced by somebody to reveal the 
password to an encrypted volume. There are many situations 
where you cannot refuse to reveal the password (for exampJe^ 
due to extortion). Using a so-called hidden volume allows you to 
solve such situations without revealing the password to your 
volume. 


More information about hidden volumes 


Help 


< Back 

1 Next > 1 

Cancel 


vs I “Hidden Veracrypt volume” option Pit'll I 






























yt Vera Crypt Volume creation Wizard 


X 



jtion Mode 


® l!k>rmal mode 

If you select this option^ wizard will first help you create a 
normal VeraCrvpt volua^nd then a hidden VeraCrypt volume 
^ users should always select this option. 


O Direct mode 

If you select this optionj you will create a hidden volume within 
an existing VeraCrypt volume. It will be assumed that you have 
already created a VeraCrypt volume that is suitable to host the 
hidden volume. 


Help 


< Back, 

Next > 


Cancel 


81 ilWW “Normal mode” ^ Next f^l 

Volume Location 


Select File... 


|y] Never save history 

A VeraCrypt volume can reside in a file (called VeraCrypt container)^ 
which can reside on a hard disk^ on a USB flash drive^ etc. A 
VeraCrypt container is just like any normal file (It can be, for 
examplej moved or deleted as any normal file). Click 'Select File' to 
choose a filename for the container and to select the location where 
you wish the container to be created. 

WARNING: If you select an existing file, VeraCrypt will NOT encrypt 
it; the file will be deleted and replaced with the newly created 
VeraCrypt container. You will be able to encrypt existing files (later 
on) by moving them to the VeraCrypt container that you are about 
to create now. 


Help 


< Back 

1 Next > 

Cancel 
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Specify Path and File Name 





i. ► Computer ► Local Dis-k [F:) ► Data 


3 ^ 


SeojTb Data 



vbl «TFr save f^l 
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Vera Crypt Volume Creation Wizard 
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EncT^’ption Options 


Encryption Algorithm 


AES 


Test 


FIPS-approved dpher {kijndael^ published in 1998) that may be 
used by U.S. government departments and agencies to protect 
classified information up to the Top Secret level. 256-bit keyj 
128-bit block., 14 rounds (AES-256). Mode of operation is XTS. 


More information on AES 


Benchmark 


Hash Algorithm 
SHA-5i2 


Information on hash algorithms 


Help 




< Back \ Next > 


Cancel 


Hash Algorithm ^ fw rSt 

Next f^l 


Volume Size 


lZ50 


KB MB 


'GB 


Free space on drive F:\ is 27.87 GB 


Please specify the size of the container you want to create. 

If you create a dynamic (sparse-file) containerj this parameter will 
specify its maximum possible size. 

Note that the minimum possible size of a FAT volume is 292 KB. 

The minimum possible size of an NTFS volume is 3792 KB. 


Help 


< Back 


Next > 


Cancel 
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Outer Volume Password 


^ Vera C ry pt Vo I u m e C reati o n Wiza rd 


X 



Password: 

Confirnn: 


Abl234 

!i\bl234 

^ Use keyfiles 
3 Display password 
□ use PIM 


iCsyfiles... 


IT 


Please choose a password for the outer volume. This will be the 
password that you will be able to reveal to an adversary if you are 
asked or forced to do so. 

IMPORTANT: The password must be substantially different from the 
one you will choose for the hidden volume. 

Note: The maximum possible password length is 64 characters. 


Help 

1 < Back 

1 Next > 


Cancel 


S)l “Outer volume password” ^ 1^1 
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^1 C^, (TT&IW >3 HNKdd 
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^ Vera C r^' pt Vo I u m e C reati c n Wiza rd 



Outei’ Volmne Password 


Password: 

Confirm: 


VeraCrypt Volume Creation Wizard 

WARNING: Short passwords are easy to crack using brute 


I \ force techniques! 


iis 


We recommend choosing a password consisting of ZO or 
more characters. Are you sure you want to use a short 
password? 


Yes 


No 
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<evtiips... 
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Help 
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VeraCrypt 
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Hidden Volume Enciyption Options 


Encryption Algorithm 


AES 


Test 


FIPS-approved cipher (Rijndaelj published in 1998) that may be 
used by U.S. government departments and agencies to protect 
classified information up to the Top Secret level. Z56-bit key^ 
12S-bit blockp 14 rounds (AES-Z56). Mode of operation is XTS. 


More information on AES 


Hash Algorithm 


SHA~51Z 


Benchmark 


Information on hash algorithms 


Help 


< Back 


Next > 


Cancel 


I Hidden Volume Encryption Next I 




^ Vera C ry pt Vol u m e C reati o n Wiza rd 


X 



Hidden Volume Size 




Okb ®mb Ogb Otb 


Maximum possible hidden volume size for this 
volume 15 246.52 MB. 



VeraCrypt 


Please specify the size of the hidden volume to create. The 
minimum possible size of a hidden volume is 40 KB (or 3664 KB if it 
is formatted as NTFS). The maximum possible size you can specify 
for the hidden volume is displayed above. 


Hk 


Help 


< Back 

Next > 


Cancel 
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fOT OTW, ^ ^oo MB Next 5 


:aj-.v: V 



Kasswora: 

Confirm: 


i I CJ 


Vera Crypt Volume Creation Wizard 


WARNING: Short passwords are easy to crack using brute 
I force techniques! 


We recommend choosing a password consisting of 20 or 
more characters. Are you sure you want to use a short 
password? 




3 very im 
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^81 ilWW Hidden Volumer ilW f^, il&f 
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^ VeraCrypt Volume Creation Wizard 
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VeraCrypt 
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Hidden Volume Fomiat 


Options 


Filesystem FAT 


Cluster Default 


Quick Format 


Random Pool; — .-I-/,*,*-//, * *.. □ 
Header Key; ****************Jf*-Jr**************• 
Master Key; * * * * * * * * * * * * * * * * * * * * * * * “ * * * * * * * 


Abr^t 


Done 


Speed 


Left 


IMPORTANT: Move your mouse as randomly as possible within this 
window. The longer you move itj the better. This significantiy 
increases the cryptographic strength of the encryption keys. Then 
dick Format to create the volume. 


Randomness Collected From Mouse Movements 


Help 


< Back jj 

^ Format [ 

[\ Cancel | 


iiGI wit ^v3W ^ WT5T^ 

W Format 1^^ 






VeraCrypt Volume Creation Wizard 


X 


The hidden VeraCrypt volume has been successfully created 
and is readyfor use. If all the instructions have been followed 
and if the precautions and requirements listed in the section 
‘Security Requirements and Precautions Pertaining to Hidden 
Volumes' in the VeraCrypt User's Guide are followed, it should 
be impossible to prove that the hidden volume exists, even 
when the outervolume is mounted. 

WARNING: IF YOU DO NOT PROTEa THE HIDDEN VOLUME 
(FOR INFORMATION ON HOWTO DO SO, REFER TO THE 
SEaiON 'PROTEaiON OF HIDDEN VOLUMES AGAINST 
DAMAGE' IN THE VERACRYPT USER'S GUIDE), DO NOT WRITE 
TO THE OUTERVOLUME. OTHERWISE, YOU MAY OVERWRITE 
AND DAMAGE THE HIDDEN VOLUME! 


OK 
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Volunnes System Favorites Tools Settings Help 
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Homepage 


Drive Volume 
j!^E: 

LisjF: 


Size Encryption Algorithm Type 


Enter passv^/ord for C:\Users\tasne\.Downloads\MJ\hiclden vrypt 


Password: 
PKCS-5 PRF: 


AblZ34 

1 OK 

Autodetection 

1 iTrueCrvpt Mode 

Cancel 


□ Use PIM 

I I Cache passwords and keyfiles in memory 
0 Display password 
I I Use keyfiles 



Volume 



C: YJsers \tasne \pownloads Vnidden vrypt v 


Select File... 




VeraCrypL | 

1 1 Never save history 

Volume Tools... 


Select Device... 
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Mm ini' 


1 Ai itri-Mm ini' rip\/irp«3 1 
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ni<3nririi ini' All 
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volume password Hidden volume password. 
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^ Devices and drives (2) 

Windows [C:] 

•m 

25,0 GB free of 116 GB 


Local Disk (M:] 

^ I 

1% MB free of 19S MB 


Hidden volume password Hidden volume '^^^l ilbitvs^ ■'pR'I ^^*11^1 
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